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Abstract; In this paper,a brand-new active defense framework based on CMD ( Cyberspace Mimic Defense) theory
is proposed. The dynamic and structural characteristics of this framework are described by introducing ordinary differential
dynamic systems. Through ordinary differential equations,some complex network attack and defense problems in reality are
transformed into simple and precisely defined resource confrontation models. Hence ,we can get a countermeasure model by
constructing key structural details of the active defense system based on the characteristics of heterogeneity , redundancy and

self-repairing. This framework can help to evaluate the effectiveness of current network active defense systems and enhance

their security by selecting effective defense strategies.
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&% 1 The general resource battle algorithm

Require ; N : initial server instances;N,, . :a security
boundary number for server instances;vy:increase rate;
Ensure: N, ... >N,
compute N', Atkbound from Eq. (3) with N, =N, .
if Ny < N then
adjust Ny =y = N,
end if
repeat
dN_... <N, then
adjust Ny =y * N,
else if Ny >y # N' and Atk < Atkbound then
adjust Ny =N,/y
end if

end repeat
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